CYBER AWARENESS TRAINING REQUIREMENTS

Anyone with a NIPR or SIPR account (or requesting an account), MUST complete the following cyber
awareness training upon initial request, and annually thereafter.

MILITARY MEMBERS:

The USMC Cyber Awareness Training Curriculum consists of the following courses:

1. “Careless Keystrokes Can Kill” (a 14 minute video on Cyber Opsec)
2. The Department of Defense (DoD) Information Assurance Awareness Course
3. The DoD Personally Identifiable Information (PIlI) Annual Training Course

CIVILIAN MEMBERS:

The Civilian Cyber Awareness Training Curriculum consists of the following courses:

1. “Lethal Keystrokes” powerpoint presentation on Cyber Opsec
2. The Department of Defense (DoD) Information Assurance Awareness Course
3. The DoD Personally Identifiable Information (PIl) Annual Training Course

All annual training is completed via MARINENET (www.marinenet.usmc.mil). DoD service members and

civilians that are first time Marinenet users and are enrolled in DEERS can create an account by clicking
on the “Creating A New Marinenet Account” link in the “How to Begin” section of the Marinenet
homepage. Contractors, international officers, and others not enrolled in DEERS will require command
sponsorship to get a Marinenet account. Instructions for submitting for an account can be found by
clicking on the “Requesting a Marinenet Account” link in the “How to Begin” section of the Marinenet
homepage.

Marinenet can be accessed via any NMCI computer using your email certificate and PIN, or via any non-
NMCI computer using your username and password. To access a course, type in the title of the course,
“USMC CYBER AWARENESS TRAINING” or “CIVILIAN CYBER AWARENESS TRAINING” into the search
window and click the “Search Catalog” button. In the next window, click on the enroll icon to launch the
course. For assistance with any questions or problems accessing Marinenet or viewing these courses
contact the Marinenet Help Desk at https://Imshelp.marinenet.usmc.mil or calling (888) 435-8762 Mon-
Fri between 0800-1900 EST.

If you are a military or DoD individual, start by creating a new Marinenet account and log into
MarineNet. If you are a contractor or non-DoD individual and you would like a MarineNet account,
please see the policy letter about requesting a Marinenet account. Your eligibility information is verified
against the Defense Enrollment Eligibility Reporting System (DEERS). If you are registered in the DEERS,
you will likely have access to courses on MarineNet.

Once you have logged into MarineNet, you can access the Actions menu on the left navigation bar to
access your transcript and the course catalog. To verify that you have completed the required cyber
training please print the Unofficial Transcript page and attach it to your DD-2875 (SAAR) if you are a new


http://www.marinenet.usmc.mil/
https://lmshelp.marinenet.usmc.mil/

(or logical move)user. If you are doing your annual training submit just the Unofficial Transcript page to
your TASO/ISC for submission to the Base G6.

Step by Step Instructions...

Go to www.marinenet.usmc.mil

e For users that don’t yet have their CAC card you can Create new military/DoD account by
selecting New User on the left side of the screen (below the Log In button). Then complete the
‘sign up’ by filling in the boxes. Click on Next. (Note: for new civilian employees it may take three
or four days after your hire date before your information will be available in DEERS. If Marinenet

does not recognize you, try again in a day or two.)
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Sign Up for Your Mew MarinaMet Account

e On the next screen you will create a username and password. **Your password must be a
minimum of nine characters (at least 2 uppercase, 2 lowercase, 2 numbers, and 2 special
characters) Fill in the blanks. Click the “Create User” button.
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Fill out and save the Secondary Information
Select the ‘Search Course Catalog’ under the Options Menu
Search the exact phrase: Civilian Cyber Awareness Training
(for military the exact phrase is: USMC Cyber Awareness Training)
Course search results should return 1 match
Select the icon for “enroll in the course/curriculum” (located under Actions, next to magnifying
glass)
You will be taken to the Enrollment Page. The three courses are listed.
Under Eligibility Status you should see: Can enroll. You are eligible to enroll.
0 Lethal Keystrokes
0 DOD Information Assurance Awareness
0 USMC Personally Identifiable Information (Pll) Annual Training
Click on the “Enroll” button
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You should now see the following screen which will list all your enrolled classes.
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Course Info

Course Code: CYBERC

Course Civilian Cyber Awareness Training
Name:
This course will provide an overview and annual familiarization training for working and
living in the cyber domain. The curriculum consists of a bundle of computer based training
classes covering Information Assurance Awareness (IA), Personally Identifiable
Information awareness (PIl), along with a Power Point Presentation that makes the
Course student aware of the possible outcomes if the student does not maintain proper OPSEC
_ awareness while working and living in the cyber domain. This course will fulfill the annual
Description:

training requirements needed to access USMC unclassified networks. This course is
intended for use by civilians. The proper course code for Cyber Awareness Training for
military members is CYBERM.

e Under “Actions” click on the “Launch course” icon for Lethal Keystrokes course. (lcon
resembles a computer screen.)

e You will be taken to the following page where you will click on Download here
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e Open the .zip file and take the course. When finished, close the Lethal Keystrokes
window and return to this page. Click the “Confirm Download and Statement” button.
o  Click the “Exit” button.

Next, launch the DOD IA Awareness course. It will open a new browser window on your desktop.
Proceed through the course as directed.

Do the same with the Pll course. Once you complete it and Exit out you will see the following
screen:
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Select Switch to Transcripts View.

You should now see that you have completed all 3 portions of the Civilian Cyber Awareness
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Select the “Print Transcript” button and print the page.
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This page needs to be submitted to the G6 as proof of your yearly IA training. If you have no
existing SAAR (DD-2875) on file at the G6 office it will also need to be submitted.



