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UNITED STATES MARINE CORPS

MARINE CORPS COMMUNICATION-ELECTRONICS SCHOOL
TRAINING COMMAND
BOX 788251
 TWENTYNINE PALMS, CALIFORNIA 92278-8251

                                                                                                                                                                                                                                                                           IN REPLY REFER TO:










            2280
                                                                  C-E/EKMS
                                                                  8 Aug 12
MEMORANDUM
From:
  EKMS Manager, CA: 369551, Marine Corps Communication-Electronics

        School (MCCES) 

Subj:
  CHANGES TO EXERCISE COMSEC SUPPORT STANDING OPERATING PROCEDURES

        (SOP)

Purpose  To brief changes to COMSEC support policy for MCAGCC ITX.  

Background  Exercise Mojave Viper (EMV) has been supported locally by a I MEF\II MEF coordinated agreement.  Personnel have been staffed from the MEFs to Camp Wilson IOT provide on-site logistical support for the issuing and supervision of exercise material and equipment.   

Discussion  EMV is ending and a new training program is being stood up in its place.  The Mojave Viper Support Detachment is being stood down.  This will necessitate changes to the methods used for the issuing and supervision of COMSEC key and equipment to the exercise forces.

Action.  
    Exercise Elements.  

        1.  COMSEC Equipment\CCI  The exercise elements will continue to coordinate with the Exercise Support Division (ESD) to request mobile and ground assets.  The ESD Communications Section will directly issue the equipment to the units.
            a.  Provide COMSEC support request letters signed by the unit's Commanding Officer.

            b.  Sign COMSEC responsibility acknowledgement forms.

            c.  Provide at least two authorized personnel to sign for material from the ESD Comm. Local Element.


  2.  COMSEC Cryptographic Key  The units will draw enough key from their unit EKMS manager for the duration of the exercise to bring ISO the exercise.  The information for the correct key usage will be provided by (a) the Annex K of the ITX Order and (b) COMSEC key usage call-out message drafted and released by the MCCES MCAGCC EKMS office.

    Exercise Support Division Communications Element. 
        1.  Coordinate with exercise units IOT ensure that proper COMSEC support request steps are followed.  De-conflict any support issues with the MCAGCC EKMS account.
  
        2.  Provide issue\receive EKMS accountable equipment to the exercise forces, provided the appropriate steps for support have been followed.

        3.  Report to the EKMS office any violations of COMSEC policy by an exercise unit (as required).
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        4.  Retain the local custody files for equipment issued\returned IAW the EKMS 1 (series) and Local COMSEC policy.

    MCESS-MCAGCC EKMS Account (369551).
        1.  Provide COMSEC oversight to support elements.


  2.  Provide cryptographic key information related to the exercise.

            a.  Standard key package listed in ITX order Annex K.

            b.  Release COMSEC key information call-out message for each exercise.


  3.  Emergency key support.

            a.  Facilitate over-the-air distribution (OTAD) re-supply of key between exercise units from the unit's EKMS account.  

            b.  Local issue of key in the event OTAD is not possible.
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