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federal workers from cyber threats

STORY BY U.S. OFFICE OF
PERSONNEL MANAGEMENT

WASHINGTON D.C. — The U.S.
Office of Personnel Management
(OPM) announced the results of the
interagency forensics investigation
into a recent cyber incident involv-
ing Federal background investigation
data and the steps it is taking to pro-
tect those impacted. Throughout this
investigation, OPM has been commit-
ted to providing information in a time-
ly, transparent and accurate manner.
As information has become available
and verifiable, the agency has updat-
ed Congtress, the Inspector General,
Federal employee representatives, and
— most importantly — those that are
affected. Today’s announcement is
the latest in this series of updates, and
OPM will continue to provide addition-
al information going forward.

Since the end of 2013, OPM has under-
taken an aggressive effort to upgrade
the agency’s cybersecurity posture, adding
numerous tools and capabilities to its var-
ious legacy networks. As a direct result
of these steps, OPM was able to identify
two separate but related cybersecurity inci-
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dents on its systems.

Today, OPM announced the results
of the interagency forensic investigation
into the second incident. As previously
announced, in late-May 2015, as a result
of ongoing efforts to secure its systems,
OPM discovered an incident affecting
background investigation records of cur-
rent, former, and prospective Federal
employees and contractors.  Following
the conclusion of the forensics inves-
tigation, OPM has determined that the
types of information in these records
include identification details such as Social
Security Numbers; tresidency and edu-
cational history; employment history;
information about immediate family and
other personal and business acquaintanc-
es; health, criminal and financial history;
and other details. Some records also
include findings from interviews conduct-
ed by background investigators and fin-
gerprints. Usernames and passwords that
background investigation applicants used
to fill out their background investigation
forms were also stolen.

While background investigation
records do contain some information
regarding mental health and financial his-
tory provided by those that have applied

for a security clearance and by individuals
contacted during the background investi-
gation, there is no evidence that separate
systems that store information regarding
the health, financial, payroll and retire-
ment records of Federal personnel were
impacted by this incident (for example,
annuity rolls, retitement records, USA
JOBS, Employee Express).

This incident is separate but related to
a previous incident, discovered in April
2015, affecting personnel data for current
and former Federal employees. OPM
and its interagency partners concluded
with a high degree of confidence that
personnel data for 4.2 million individuals
had been stolen. This number has not
changed since it was announced by OPM
in early June, and OPM has worked to
notify all of these individuals and ensure
that they are provided with the appro-
priate support and tools to protect their
personal information.

Since learning of the incident affecting
background investigation records, OPM
and the interagency incident response
team have moved swiftly and thoroughly
to assess the breach, analyze what data
may have been stolen, and identify those
individuals who may be affected. The

team has now concluded with high con-
fidence that sensitive information, includ-
ing the Social Security Numbers (SSNs) of
21.5 million individuals, was stolen from
the background investigation databases.
This includes 19.7 million individuals that
applied for a background investigation,
and 1.8 million non-applicants, predom-
inantly spouses or co-habitants of appli-
cants. As noted above, some records
also include findings from interviews con-
ducted by background investigators and
approximately 1.1 million include finger-
prints. There is no information at this
time to suggest any misuse or further
dissemination of the information that was
stolen from OPM’s systems.

If an individual underwent a back-
ground investigation through OPM in
2000 or afterwards (which occurs through
the submission of forms SF 86, SF 85, or
SE 85P for a new investigation or period-
ic reinvestigation), it is highly likely that
the individual is impacted by this cyber
breach. If an individual underwent a back-
ground investigation prior to 2000, that
individual still may be impacted, but it is
less likely.

OPM is also announcing the steps it is

See Threat pg. A6

Marine Corps’ Top Shot

Every week, thousands of fans cast their votes for the best
photograph posted on the Corps’ Facebook page. This
week’s top shot comes from Cpl. William Perkins.

To our valued MCCS
patrons aboard MCAGCC

COURTESY PHOTO

STORY BY MARINE CORPS

COMMUNITY SERVICES

MCCS would like to thank you for all the input regarding
the “Saving our Club” letter from the Commanding General
published in May. The CG asked for your help and many
of you responded. Via ICE, we have received many helpful
suggestions on how to improve our lunch services. He
stressed the importance of your support through patronage,
to which you have also answered the call. We thank you for
all that you have done and continue to do to help.

Wed like to take this opportunity to convey the steps
we have taken on our part to improve the club, based on
your input and the CG’s guidance.

We are in the process of adjusting the menu and will
be adding more “kid friendly” and healthy menu items.
We have officially returned the pasta bar and taco bar in
response to your suggestions. Coupons, adding the ability
to pre-order for large parties and providing to—go orders
are other items we plan on implementing. As always, we

See Patrons pg. A6
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Lance Cpl. Patrick Murphy, a rifleman assigned to Company |, 3rd Battalion, 5th Marine Regiment, identi-

fies a target through his rifle combat optic during a patrol as part of the 1st Marine Division Super Squad
Competition aboard Marine Corps Base Camp Pendleton, Calif., June 30.
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The Corps’ traditional straight-
legged infantry is “mounting up and
moving out” with a concept known
as the ‘Mechanized Task Force.”

In preparation for testing this con-
cept, more than 3,500 Marines have
been training here for the past several
months. The primary purpose of this
test is to operate in a mechanized
environment by temporarily task
organizing from within current assets
to accomplish specific missions. The
test is tentatively scheduled for a
November-December time frame.
The results may establish new doc-
trine that can be applied to all Marine
Amphibious Forces (MAF).

The Mechanized Task Force,
@ith maneuver elements comprised
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Mechanized assault - ‘it heats walkin’

of tanks combined with infantry in
amphibious tractors, centers around
task organization from existing assets
within a MAF. “Task Organization”
is the grouping of equipment and
manpower from various units for a
specific mission or situation.

With the increased lethality and
mobility of the modern battlefield in
mind, a review of existing doctrine
was conducted. As a result, a fresh
and updated concept for mecha-
nized operations is being evaluated.
The test concept, however, will in
no way end the Corps’ role and
primary mission of seizing a beach-
head. It is intended to make that
mission easier, with the support of
aircraft and artillery. A mechanized
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force with more speed and mobility
than straight infantry, would be able
to land and rapidly strike inland,
reducing the congestion of friend-
ly forces on the beachhead. Once
ashore, Marines would live in and
fight for those vehicles, melded into
tractor teams.

The Training Center has con-
ducted two phases of preliminary
evaluation to determine the support
required and feasibility of this con-
cept. The first phase involved about
700 Marines in a 2-day, company
level combined arms team training
exercise. With tracked vehicles, they
covered 50 miles of desert using the
techniques, maneuvers and tactics of
mechanized operations.

~

The second phase followed with
a battalion level 3-day assault cov-
ering 60 miles. This aggressed phase
included participants from One-
Four and 3rd Tanks, augmented by
Marines from 1st FSSG, 1st MarDiv
and 3rd MAW.

The Training Center will conduct
the actual test at the regimental level,
using forces designated by CGFMF
Pac. The Marine Corps Education
and Development Center at Quantico
will evaluate the test data.

Is the Mechanized Assault
Task Force feasible? That will be
decided when all the facts are in.
However, an anonymous Grunt
was heard to say, “it sure beats the
hell out of walking!” )
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OFF-LIMITS

ESTABLISHMENTS

MCIWest off-limits establishments guidance
prohibits service members from patronizing
the following locations. This order applies to

all military personnel.

In Oceanside:

- Angelo’s Kars, 222 S. Coast Hwy,
Oceanside, Calif., 92054

- Angelo’s Kars, 226 S. Coast Hwy,
Oceanside, Calif., 92054

In San Diego:

- Club Mustang, 2200 University Ave.

- Club San Diego, 3955 Fourth St.

- Get It On Shoppe, 3219 Mission Blvd.
- Main Street Motel, 3494 Main St.
-Vulcan Baths, 805 W. Cedar St.

In National City:

- Dream Crystal, 15366 Highland Ave.

- Sports Auto Sales, 1112 National City Blvd.

Local off-limits guidance prohibits service
members from patronizing the following

locations.

In Twentynine Palms:

- Adobe Smoke Shop, 6441 Adobe Rd.

- STC Smoke Shop, 6001 Adobe Rd.

- K Smoke Shop, 5865A Adobe Rd.

In Yucca Valley:

- Yucca Tobacco Matrt, 57602 29 Palms Hwy.
- Puff’s Tobacco Matt, 57063 29 Palms Hwy.
In Palm Springs:

- Village Pub, 266 S. Palm Canyon Dr.

- Whispering Palms Apts., 449 E. Arenas Road
- NYPD Pizza, 260-262 N. Palm Canyon Drive

For the complete orders, but not off-limits,
check out the Combat Centet’s official-
website at http://www.29palms.marines.
mil
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WHAT I'VE LEARNED

Malachi

>| started playing the drums
when | was five, after my parents
bought me my first drum set. I played
in church growing up and I joined the
Marine Corps at the age of nineteen
where I’'ve continued to play.

>| taught myself how to play. I
banged all my drum sets to pieces, but
in the process I ended up progressing
and buying better equipment.

>I’'ve been with motor trans-
portation with the task of refueling
aircrafts for most of my time in the
Marine Corps.

>When | went on MSG duty in
Nouakchott, Mauritania, Africa, from
2007 to 2010, 1 realized I needed
something that felt like home. That’s
when I started buying individual piec-
es for my new drum kit.

>In Africa | was also able to
find some traditional percussion
instruments. Along with the kit, 1
ended up getting a djembe, a tra-
ditional African drum, and a set of
congas.

>While | was overseas, playing
the drums helped me focus on enjoy-
ing my alone time but I preferred
playing with other musicians.
>Playing music with other
Marines definitely brought some
camaraderie to the workplace. Marines
who have a musical background or
have the ability to play have a comfort
when their away from home. It helps
them relieve stress.

>Being away from family, and
missing holidays and birthdays, 1

.S. Customs and
order Protection

relied on playing music to bring me
happiness while overseas.

>l grew up on Gospel music
and focus on it because it brings posi-
tive energy to my life. I think listening
to the music was the catalyst in devel-
oping my faith.

>Music can pull on your emo-
tions and feelings. It can bring joy,
encouragement, strength, or anything
depending on what you’re looking
for.

>Anyone who plays music
has an outlet to release emotion.
Whether it’s relieving stress by play-
ing angrily, or playing because you’re
having a good day, it’s all positive. It
can change your mood.

>l don’t see playing the drums
as an aspiration to make money, but
as something I can pass onto my kids.
>My wife and | plan on having at
least two children. If they want to
learn how to play, I’d let them beat on
the drums until they break.
>Musical instruments are valu-
able because they’re tangible memo-
ries that you can pass on. An instru-
ment has the potential to become an
heirloom.

>Making music is something that’s
always been a part of my life. I don’t
only look at it as way to relieve stress
but rather something that brings me
joy.

>My advice is: whatever your out-
let is in life, make sure it’s positive.
Share it with other people and it
might help them with their situation.

Motor transport operations chief, Headquarters Company, 1st Marine Division, 7th Marine Regiment, 31

Cannon has been in the Marine Corps for 12
years. He has served as a Marine Security
Guard in Africa and performs at the Combat
Centers’ Christ Chapel on Sundays.
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LOOKING FOR FRIENDLY PERSONALITIES WHO

WANT TO WORK IN THE FRIENDLIEST CASINOS OF
THE COACHELLA VALLEY AND THE HIGH DESERT!

TUESDAY, JULY 205" | 9am - dpm

JOB FAIR HELD AT
SPOTLIGHT 23 CASINO MEDJOOL ROON

EXIT DILLON ROAD FROMTHE -10 EAST

YOUR FEDERAL CAREER
CONTINUES HERE.

Join U.S. Customs and Border Protection as a CBP Officer, and help us keep
terrorists and their weapons out of the United States. Positions available in
your area, andother northern and southern border ports of entry.

46-200 HARRISON PLACE, COACHELLA, CA 92236

CAREER OPPORTUNITIES:

Bartenders, Beverage Servers, Guest Services,
Public Safety Officers, Table Games Dealers, and more!

OFFERING FULL AND PART TIME OPPORTUNITIES
WITH EXCELLENT BENEFITS.

Background investigation and drug screening upon offer of employment.

Applications accepted through July 19, 2015, or when 12,000 applications
are received. For more information and to apply now, go to USAjobs.gov,
key word “CBP Officer.”

Veterans preference. Credit for military service. VA benefits for approved
on-the-job training programs.

WE ARE AMERICA'S FRONTLINE

U.S. Customs and Border Protection is an Equal Opportunity Employer.

For more information: 760-775-3053, or email: itorres@spotlight29.com

IT°S ALL RIGHT RERE!

All applicants must pass a drug screening & background investigation.

‘ www. TortoiseRockCasino.com
73829 Baseline Road, Twentynine Palms CA 92277

-

>a



A4 Jury 17, 2015 OBSERVATION Post

Around the Corps

|

v/

g am 2w as @R @ty

Sgt. Maj. Robin C. Fortner, left, Ground Combat
Element Integrated Task Force Sergeant Major, and
Col. Matthew G. St. Clair, GCEITF Commanding
Officer, case the national ensign during the unit’s deac-
tivation ceremony at the Goettge Memorial Field House,

The Ground Combat Element Integrated Task Force renders honors to Brig. Gen. Robert Castellvi, deputy
commanding general, Il Marine Expeditionary Force, and reviewing officer, during the GCEITF deactivation

Marine Corps Base Camp Lejeune, N.C., Tuesday.

STORY AND PHOTOS BY
SGT. ALICIA R. LEADERS

JACKSONVILLE,
N.C. - An era in Marine
Corps  history  came
to an end when the
Ground Combat Element
Integrated Task Force offi-
cially cased the unit col-
ors during a deactivation
ceremony at the Goettge
Memorial Field House
aboard Marine Corps Base

Camp Lejeune, North
Carolina, Tuesday.
On Jan. 24, 2013,

Defense Secretary Leon
E. Panetta and Chairman
of the Joint Chiefs of
Staff, Army Gen. Martin
Dempsey rescinded the
Direct Combat Exclusion
Rule; Services to Expand
Integration of Women
into Previously Restricted
Occupations and Units.
Shortly after the rescis-

ceremony at the Goettge Memorial Field House, Marine Corps Base Camp Lejeune, N.C., Tuesday.

Integrated Task Force deactivates at Camp Lejeune

sion, the GCEITF was
stood up.

The GCEITF acti-
vated last fall and more
than 600 Marines and
sailors formed the unit
to conduct integrated,
gender-neutral  training
using a battalion landing
team model to support
the evaluation of the
physical performance of
participating Marines in
the execution of individ-

Now'In' Yucca Valley

July SPECIAL
15% OFF

all services for teachers

!

LOMBARDO

$500 OFF

all Tummy Tucks

Offer valid through July 31, 2015

COSMETIC SURGERY

760.610.8990

A Special Salute
to Our Military

SAVE 15%

on Products
& Services.

Book your complimentary
consultation today.

LombardoCosmeticSurgery.com ‘

Promotional offers or discounts cannot be combined with others.

ual and collective training
tasks associated with the
ground combat element.
Organization of
the task force reflect-
ed the functional mil-
itary occupational
specialties to later be
assessed by Marine
Corps Operational Test
and Evaluation Activity
at Marine Corps Air
Ground Combat Center
Twentynine Palms,
California, in which the
task force spent approx-
imately three and a half
months undergoing a
rigorous physical and
mental assessment that
traversed the Mojave
Desert; the mountains of
Marine Corps Mountain
Warfare Training Center
Bridgeport, California;
and the Pacific waters of
Marine Corps Base Camp
Pendleton, California.
The task force consisted
of Company A, represent-
ing rifleman; Company
B, boasting mechanized
roles of M1A1 tank crew-
man, amphibious assault
vehicle crewman and light
armored vehicle crew-
man; Weapons Company,
further representing the
infantry in machine gun-
ner, mortarman, and
assaultman and anti-tank
missileman; and Battery A,
showcasing the field artil-
lery cannoneer MOS. The
task force was rounded

Oh, it’s an EcoBoost...

I didn’t realize that this
Escape would be so stylish

and economy-friendly!

[ £ ’
The looks, the comfort
Love Ford. and now EcoBoost, definitely
Have only owned Fords agood package to have.
since 1969! The F-150 is my truck of choice,
_ Jackelin — Fred italways has been.

— Nick

See what everybody’s talking about.

Yucca Valley

FORD CENTER ¢ (760) 365-2353
57927 29 Palms Hwy. Yucca Valley

www.yuccavalleyford.com

Go Further

out with Headquarters and
Service Company, which
included an Engineer
Platoon of combat engi-
neers.

Brig.  Gen. Robert
Castellvi, deputy com-
manding general, II Marine
Expeditionary Force, was
present as the reviewing
officer, and pinned the
task forces’ first and only
award, the Navy merito-
rious unit commendation,
onto the colors.

“The GCEITF accom-
plished everything it was
asked to do and then
some,” Castellvi said. “It is
my privilege to pin on this
meritorious unit commen-
dation. Wear your merito-
rious unit commendation
with pride and swagger,
because you have ecarned
it. Congratulations on a job
well done.”

Col.  Matthew G.
St.  Clair, GCEITF
Commanding  Officer,

then expressed his grati-
tude and experience to
the audience, and to the
Marines and sailors he led
over the past year.

“This is a historic chap-
ter in the Marine Corps, as
we close a piece of Marine
Corps history that will
lead us into the future,”
St. Clair said. “It was no
small task to build the task
force. Our female volun-
teers first had to go to their
MOS schools and success-
fully complete that training
before they came to us. It
didn’t leave us a whole lot
of time to prepare Marines
that came from all over
the Marine Corps, from

the operating forces to
the reserve component.
It was all done under the
leadership of our NCOs,
SNCOs and officers.”

St. Clair gave thanks to
the families of Marines and
sailors; Maj. Gen. Lewis
Craparotta, commanding
general, MCAGCC, Brig.
Gen. George Smith, Jr.,
director, Marine Corps
Force Integration Office;
I Marine Expeditionary
Force, and Paul Johnson,
head researcher,
MCOTEA.

Following his remarks,
St. Clair and Sgt. Maj.
Robin C. Fortner,
GCEITF sergeant major,
cased the unit colors as
the task force looked on,
together, for the last time.

“Marines, thank you for
your commitment to each
other,” St. Clair said. “You
took care of each other,
you pushed through pain,
and your actions and your
performance will shape
this organization for years
to come. I am humbled
to have stood beside you.
Semper Fi.”

From October 2014 to
July 2015, the Ground
Combat Element
Integrated Task Force
conducted individual and
collective skills training in
designated combat arms
occupational specialties
in order to facilitate the
standards based assess-
ment of the physical
performance of Marines
in a simulated operating
environment performing
specific ground combat
arms tasks.

GATEWAY
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56475 29 Palms Hwy.
Yucca Valley CA

760.365.7296
760.365.8991
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U.S. Marines kick oft Agile Sp1r1t 15

STORY BY CPL. RYAN YOUNG = an

»

VAZIANI TRAINING AREA, Georgia - Exercise Agile
Spitit 2015 officially kicked off during a ceremony July 8
at Vaziani Training Area, Georgia.

More than 250 Marines and sailors from 10th Marine
Regiment and Black Sea Rotational Force are patticipating
in the multilateral exercise from July 8-22.

Exercise Agile Spirit is an exercise involving a NATO
Response Force level combined operation. This exercise
utilizes a scenario under simulation that incorporates a
wide range of planning and execution challenges during a
command post exercise and a field training exercise.

The Marines are partnering with armed forces from
Georgia, Romania, Latvia, Lithuania and Bulgaria to
complete the exercise. Soldiers from the nations stood
side-by-side during the opening ceremony as leaders from
the nations spoke.

“Over the course of the next two weeks, Exercise Agile
Spitit will continue to support our growing partnerships
and strengthen the bonds between 2nd Marine Division
with the fine fighting forces of our partner nations,” said
Col. Clifford J. Weinstein, commanding officer of 10th
Marine Regiment.

Service members from each nation will be training togeth-
er in different events, including live-fire and patrolling, as
well as a command post exercise.

“I do believe that initiating training will render the biggest

triendship,” said Major General Vakhtang Kapanadze, ' : : TN
Chief of General Staff of the Georgian Armed Forces. “I & & [T & S = S e

PHOTO BY CPL. REBECCA FLOTO

want to wish the success of each and every representative

I see in front of me, both on Geotgian soil and whatever Colonel Clifford J. Weinstein, commanding officer of 10th Marine Regiment, gives his remarks during the
ground you train on.” opening ceremony of Agile Spirit 15, a multilateral exercise at Vaziani Training Area, Georgia, July 8, 2015.

PHOTO BY CPL. RYAN YOUNG

Georgian, Romanian, Lithuanian, Latvian, Bulgarian,
United States of America and NATO flag fly together
during the opening ceremony of Exercise Agile Spirit
15, July 8, 2015, at Vaziani, Georgia. Agile Spirit is an
annual exercise involving a NATO Response Force
level combined operation with participation from six
allied and partner countries.

PHOTO BY CPL. REBECCA FLOTO

Forces stand in formation for the opening ceremony of Agile Spirit 15, a multilateral exercise at Vaziani
Training Area, Georgia, July 8, 2015.

PHOTO BY CPL. REBECCA FLOTO

Forces stand in formation for the opening ceremony
of Agile Spirit 15, a multilateral exercise at Vaziani
Training Area, Georgia, July 8, 2015.
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taking to protect those impacted:

1. Providing a comprehensive suite
of monitoring and protection services
for background investigation appli-
cants and non-applicants whose Social
Security Numbers, and in many cases
other sensitive information, were stolen
— For the 21.5 million background inves-
tigation applicants, spouses or co-habi-
tants with Social Security Numbers and
other sensitive information that was sto-
len from OPM databases, OPM and the
Department of Defense (DOD) will work
with a private-sector firm specializing in
credit and identity theft monitoring to
provide services such as:

* Full service identity restoration support
and victim recovery assistance

* Identity theft insurance

* Identity monitoring for minor children
* Continuous credit monitoring

* Fraud monitoring services beyond
credit files

The protections in this suite of services
are tailored to address potential risks cre-
ated by this particular incident, and will be
provided for a period of at least 3 years, at
no charge.

In the coming weeks, OPM will begin
to send notification packages to these
individuals, which will provide details on
the incident and information on how
to access these services. OPM will also
provide educational materials and guid-
ance to help them prevent identity theft,
better secure their personal and work-re-
lated data, and become more generally
informed about cyber threats and other

risks presented by malicious actors.
2. Helping other individuals who had

other information included on back-
ground investigation forms — Beyond
background investigation applicants and
their spouses or co-habitants described
above, there are other individuals whose
name, address, date of birth, or other
similar information may have been listed
on a background investigation form, but
whose Social Security Numbers are not
included. These individuals could include
immediate family members or other close
contacts of the applicant. In many cases,
the information about these individuals is
the same as information generally avail-
able in public forums, such as online direc-
tories or social media, and therefore the
compromise of this information generally
does not present the same level of risk of
identity theft or other issues.

The notification package that will be
sent to background investigation appli-
cants will include detailed information that
the applicant can provide to individuals he
or she may have listed on a background
investigation form. This information will
explain the types of data that may have
been included on the form, best practices
they can exercise to protect themselves,
and the resources publicly available to
address questions or concerns.

3. Establishing an online cybersecurity
incident resource center — Today, OPM
launched a new, online incident resource
center - located at https://www.opm.
gov/cybersecutity - to offer information
regarding the OPM incidents as well as
direct individuals to materials, training,
and useful information on best practices
to secure data, protect against identity
theft, and stay safe online. This resource

site will be regularly updated with the most
recent information about both the person-
nel records and background investigation
incidents, responses to frequently asked
questions, and tools that can help guard
against emerging cyber threats.

4. HEstablishing a call center to
respond to questions — In the coming
weeks, a call center will be opened to
respond to questions and provide more
information. In the interim, individuals
are encouraged to visit https://www.
opm.gov/cybersecurity. Individuals will
not be able to receive personalized infor-
mation until notifications begin and the
call center is opened. OPM recognizes
that it is important to be able to provide
individual assistance to those that reach
out with questions, and will work with
its partners to establish this call center as
quickly as possible.

5. Protecting all Federal employees —
In the coming months, the Administration
will work with Federal employee rep-
resentatives and other stakeholders to
develop a proposal for the types of credit
and identity theft monitoring services that
should be provided to all Federal employ-
ees in the future — regardless of whether
they have been affected by this incident
— to ensure their personal information is
always protected.

Continuing to strengthen OPM
cybersecurity. OPM continues to take
aggressive action to strengthen its broad-
er cyber defenses and information tech-
nology (IT) systems, in partnership with
experts from DOD, the Department of
Homeland Security, the Federal Bureau
of Investigation, and its other interagen-

cy partners. As outlined in its recent
Cybersecurity Action Report, in June,
OPM identified 15 new steps to improve
security, leverage outside expertise, mod-
ernize its systems, and ensure internal
accountability in its cyber practices. This
includes completing deployment of
two-factor Strong Authentication for all
users, expanding continuous monitoring
of its systems, and hiring a new cyberse-
curity advisor.

Director Archuleta has initiated a com-
prehensive review of the architectural
design of OPM’s IT systems, to identi-
ty and immediately mitigate any other
vulnerabilities that may exist, and assess
OPM’s data sharing and use policies. That
review is ongoing. In addition, OPM will
also continue to participate in a Federal
Government-wide 30-day cybersecuri-
ty sprint, whereby immediate steps are
being taken to further protect information
and assets and improve the resilience of
Federal networks, and will participate in
a 90-day interagency review of key ques-
tions related to information security, gov-
ernance, policy, and other aspects of this
the security and suitability determination
process, to ensure that it is conducted in
the most efficient, effective and secure
manner possible.

Director Archuleta and the entire
Office of Personnel Management are
committed to protecting the safety and
security of the information of Federal
employees and contractors. OPM is also
committed to helping those that have
been impacted by this incident, safeguard-
ing its systems and data, and fulfilling its
mission to serve Federal workers.

continue to promise to
keep the pricing as afford-
able as possible.

Many previously
assumed that the estab-
lishment was not open
to everyone. By renam-
ing it the “Frontline
Restaurant” we hope
to emphasize that this
casual dining experi-
ence is open to all-ranks
and civilians. Both the
restaurant and the MCCS
Catering department set-
vices, within the Officers
Club facility, are available
to all patrons aboard the
installation. We are plan-
ning more special events

Food

National

to invite everyone to the
“Top of the Hill”’! There
will be a revised and more
affordable catering menu
introduced as well.
Improvements to the
building, from the lobby
all the way back to the
kitchen are also being
planned. In addition, our
and Hospitality
manager attended the

Association Conference
to gain insights
restaurant technology and
food trends.
is to make the Frontline
Restaurant a place you
are proud to bring your
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family and friends, while
staying current with the
ever-evolving and grow-
ing food setrvice industry.

In closing, we want
you to know your con-
cerns and suggestions
have been heard and are
valued. We know there
is wotk ahead. We will
also be strategically plac-
ing suggestion boxes
within the Top of the
Hill Complex to improve
response time to your
needs. We look forward
to a continued dialogue
with our patrons to reach
our common goal.

Your MCCS Team

Restaurant
into

Our goal
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