Electronic Official Personnel Folder Mé;?%%mm;a

eOPF Quick Reference
For Employees

Online eOPF Self-service Feature for Login ID and
Password Retrieval for New Users

eOPF provides web-based access for Federal personnel to view and print employment
documents. Employees are able to view their own documents through the eOPF application
at https://eopf.opm.gov/Navy eOPF includes security measures that ensure the integrity of
the system and protection of employee documents.

Your eOPF benefits include:

e Immediate access to your documents
e Ability to view or print your documents
e Enhanced accuracy, portability, and security of your documents

e Increased accountability through an audit trail that tracks who accesses your
documents and the reason why

e Faster and more efficient records transfer between Federal agencies
e Timely and accurate data retrieval for retirement claims processing

Obtain Your eOPF ID and Password, and then Logon to your Account

Accessing eOPF is simple and convenient. To access your eOPF, you need an eOPF ID and
password, which may be retrieved using the eOPF self-service feature. This Quick
Reference document consists of three sections.

Part 1: Obtain Your eOPF ID
Part 2: Create an eOPF Password

Part 3: First Time eOPF Logon

eOPF Quick Reference Employee Self-service ID/Password for New Users
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Part 1: Obtain Your eOPF ID

Step Action Screen Shot
Access your specific agency
eOPF URL at:
https://eopf.opm.gov/Navy Read
the eOPF Usel‘ A reem ent This is an official United States Government computer system, which may be accessed and used only for official
g Government business by autherized personnel. Unauthorized access or use of this computer system may subject
page violators to criminal, civil, and/or administrative action.
All inforfr:af:;nnof?’n _trllis computer sTstdgm may _belipl:ercepted, recorded, read, ?fpti;g. and disclosed by ind to suthorized
Click the Accept button. hather autharizd Of UnBUERSZed, ConstbuCas Consant 1o Thase Corms, T Y oY S person
1 Signing into this applicaticn indicates you have read and d the Full Terms and Conditions of Use, and you consent
to secure testing and menitoring.
Signing into this application indicates you have read and accepted the Privacy Policy, and you consent to secure testing
and monitering.
Signing into this application indicates you have read and accepted the Rules d Behavior, and you consent to secure
testing and monitoring.
Agency Name
€0PF Helpdesk - 00208
eopf_hd@telesishq.com | (866) 275-85180Q
From the eOPF Logon page,
click the Request Your eOPF
ID link.
]
2 SUBMIT | CLEAR
From the Request Your eOPF
ID screen, enter the
e  First 4 letters of your last tosi
name
3 e Date of birth (mm/dd/yyyy)
~
Click the Submit button. .
1 your last nama is less than 4 characters, please onter
your full last name.
) =]
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Step

Action

The Request Your eOPF ID
page displays stating that your
request has been submitted for
processing.

Click the Click here to return
to logon page link.

Screen Shot
Request Your eOPF ID

Your eOPF ID request has been processed and an email will be sent to you with your eOPF Login ID within the next 60 minutes.
Please make sure you check your spam or junk email folder If you do not see the email within 60 minutes. If you did not receive
an emall, please contact the helpdesk at stephen.carr@opm.gov for assistance. Please use "Missing eOPF ID eMail® in the
subject and include your Agency, Full Name, your email address, and phone number in the body of the request. For many mail
systems, if you dlick here, it will start an email for you.

DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

[Qlck.hﬂe.t&mtum.to.ﬁo.m]

Your eOPF ID will be emailed to
the email address of record in
eOPF.

Please contact the eOPF Help
Desk if you do not receive an
email with your eOPF ID.

This email L8 wo sobily yoa that & pequast foz pour o0PT ID has been Bads,

S0FF 101 ATRLIMS [exaaple) I

If you did sot isiciats this coeguest, ploass costact the belpdesk at Bi6-2T5-0518 oz
wopl _bdivelesishg. com for asaistance.

apssrdarss wikk the Peivasy Ret of 1974, § 0.8.0. @ S83a ma
formation [rom unsutBoriped use. Bowever, as hard as we Lry, somstines lnfermaticn is
wrroseously stored, I the eveni an employes who scoesses his/her perssanel [lle discovers ssoiber
parscads infermatisa in their folder hould imsediately costack the «OFT Belp Desh (dial Bii-
T5=R5LE or email eopl_hdivelosiehq.o g Ul GECOE B0 LMAL COFTSCLLVE BEASUESS CAR Da LANGR.
Any smployss whe knowd and willfsily disclosss personal informsticos pertaining to ether
individusls, in any masnor, to azy person o sgeecy ot ontitled to recedve it, may be found guilty of
a nisdenoasor axd fised.

The «OFF syatea La isplesested i=
saleguard

Agereyi MEINCY]
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Part 2: Create an eOPF Password

Step Action Screen Shot
From the eOPF Logon page,
click the Request a New
Password link.
1 | svomr | cuean |
wﬂmﬁﬂﬂm&wmmﬁmmmF
On the Request a New
Password page, enter your: e T Rt
e eOPFID
° La.St 5 d|g|tS Of your SSN Purpose: This feature allows you to request your new Password. Please enter information in the following fields.
e First 4 letters of your last
2 name R (—
Click the Submit button. st dgtaolyourson: Creoor] |
First 4 letters of your last name: lfyuurlastrumeisIessﬁunicharamﬂaasemwurhllllastname.
Cancel
The Request a New Ratnacut » Neus Pagatrord
Password page displays
indicating your request has
been submitted for processing. Your passward request has been processed and an email will be sent 10 you with & temporary token and nstructions o reset
mpass;lmi Phasemhemmmmdemmmmlhﬂﬂ.ﬁmdﬁmmam,mmﬂt
Click the Click here to return
to Iogon page link. DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.
3 Note: If your information fails to
be verified, you receive a [MMM@HM&& ]
message stating that your
information does not match the
information in the eOPF system
and you should contact the
eOPF Help Desk.
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Step

Action

An email is sent with a
password reset link, a reset
token, and instructions to the
email address of record in
eOPF. The token is valid for 15
minutes.

Click the URL link.

Please contact the eOPF Help
Desk if you do not receive an
email with your password reset
link, etc.

Screen Shot

This email fs to notify you that a request te change your oOPF password has been made.

Please click on the link below. You
Please note that token expires withi

11 be asked to provide your username and the 12 digit token below.
minutes of sending this emaili

(

URL: httpe://eopf.nbo.gov/agency/ChangePagsswerdRequost. aspx (exanple)
Token: 12AZIF543RSD43 (example)

If you did mot initiate this change, please sentast the helpdesk st B66-375-8518 or copf_hditelesishg.com for
assistance.

The oOPF system is implemented in accerdance with the Privacy Act of 1974, 5 U.S.¢. € 552a to safeguard information
from unauthorized use. However, as hard as we try, sometimes information is erroneously stored. In the event an
employee who accesses his/her perscnnel file discovers another persondds information in their folder, hefshe should
immediately contact the oOPF Help Desk (dial B66-275-8518 or email eopf_hditelesishqg.com) regarding the error so that
corrective measures can be taken. Any employee who knowingly and willfully discloses personal information pertaining
to other individuals, in any manner, to any person or agency not entitled to receive it, may be found guilty of a
misdemeancr and fined

Agency: AGENCY]

The link opens the Reset Your
Password screen. Type in
your eOPF ID.

Copy the Token password from
the email and paste it into the
Token field.

Reset your password

Please enter your eOPF 1D and Token (o Reset your password,
Note: The token will expire within 13 minutes of requesting your password.

== |

Click the Submit button. Cancal

The Please reset your

password page displays. Please reset your password

Enter a paSSWOI’d that meets vmpuwl: Please entes & new ;-.-.Iw. :--II below and click on "Reset s'.:-.\-.v..u.li' After ql, : rr-l'.:lh € ---‘l';;..n.- few
password, you will be redweciad 1o the Logon page, Use your newly created password (0 logon (o eOFF,

your agency'’s security
guidelines in the New
Password field, then again in
the ReType Password field.

Click the Reset Password
button, which will bring you
back to the eOPF Logon page.

You are ready to log in to
eOPF! Continue with Part 3.

Mote: Password must conain at least one upper-case letier, one lower-case letter, one number and one
special character and must be at least 12 characters in length.

Hew Password
ReType Password :

Cancal
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Part 3: First Time eOPF Logon

Step Action Screen Shot

Enter your eOPF ID and
password on the eOPF
Logon page.

Click the Submit button.

1 A4 [sunsar | cuean |

The Select and answer your Select and answer your security questions

security questions screen
displays. Select questions e St s i o ey o e e o e T s s vt
from the drop-down menu, '

then answer the questions in

Email Address: [ JAMESIONESO9SGMAIL COM

. . ]
the blank fields on the right. [ Check here, if you are using hinology? (ex: Screen Reader)
Security question answers are
B Personal Questions
not validated for format or e e e e e from the sk provided
CorrectneSS (|e State, Personal Question 1: |=nmmvmynummspo-..u-qniﬁ:mmﬁ ~ [Houljuﬂ ]
2 b d t Parsonal Question 21 |What is the midcie name of your cldest chid? | |N'€!-l |
num €rs, or da es) Personal Question 3:  [What was your favorte toy growng un? v [Green |
Maximum length for an
answer is 35 characters. Helpdesk Verification Questions
Flease seloct and answer three unique helpdesk questions from the list provided belaw. ﬁ -~
To start over, click the Reset Bledaik QG| (1o s e 0l o o S [ '
Question 2: [in what city or town dd your mothar and fathar meet? w|[1-1-1088 ]
button. Quastion 3: [What 15 your dream car? vl[cw-m 1
Mote: the aboy required to procsed into =0PF. Clicking Cancel will ext you cut of the application.
Submit  Reset  Cancel
eOPF Quick Reference Employee Self-Service for New User ID/Password
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Action Screen Shot
You also have the ablllty to Select and answer your security questions
create custom questions for T P R
Personal Qu eSt'ons; e’ 2 a-r,:ul.r:q.r.. You can create your custom questions and provids answers, The custom quastions are addad to the
however, custom questions
cannot be created for T o |
Helpdesk Quesnons (] Check here, if you are using assistive technology? (ex: Screen Reader)
Click the drop-down menu Pl Gudin ; e
. lease answer three unique ruona estions st Z .
and select Write your Sampel Quaston s | [Py 68 o v g oot =
question. A blank SpeCIfy Personal Question 2: | What i the middie name of your olcest ch w] [Angeis ]
3 your Question field is added, sm:.m,.,.,,_. : v-:| |
. Specify your Question: || VWhat is my favonie takeout foed? -
allowing you to type your —
custom question. Click Add. ek Verthcation Gutations
Please select and answer three unique helpdesk questions from the list provided below.
Once a custom question is Helpdesk Quastion 1+ [#na fparfmicrr ] [Septentr !
created, it will always be listed S = :
in the drop-down menu. ' ]
Maximum |ength for a Note: Answers to the above questions are required to proceed into &0PF. Clidkdng Cancel will exit you out of the application.
question is 100 characters.
There is no limit to the
number of custom questions
you may create.
A confirmation message Select and answer your security questions
states, “Your question is £ i
added to the Personal "
questions list.”
Select the drop-down menu
arrow again and choose your "
newly created question. Type e )
your answer in the blank field Peronel Gumstion 1
4 to the right. Parisesl Guestion 2
Prronal Queslion t.l
Helpidesh Werilboation Gsstions
Pleass whed and anverer thiee snique helpdesk questions (rms e lisd provided bk
Halpdek Question 11 | 'Whal mas pour chidhacd phond mumber NOleing anea oo !
Melpdetl Questiges 17 | Vhat m3s oo cheshood ph MUTEr NCRnG B <o e
Mote: Amiwers 1o P abowe gunlion @ reguend B8 proceed rito o007, Clelieg Carcel mill et poul ol of e application
Submi  Heast Cancel
To save, click the Submit IS TSt 5 e S 1 FOU BN Ser |
button below the questions. R e =
Helpdesk Question 31 | hat o your dream car? w|
5 Note: Answers to the above guestions are required o procead into 20PF, Clikdang Cancel will et you out of the
h‘.ewl Cancel
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Action Screen Shot

The Rules of Behavior page

: RULES OF BEHAVIOR FOR ALL USERS

dlsplays. Read the rules and FOR ENTERPRISE HUMAN RESOURCES INTEGRATION'S ¢HR SYSTEM

click the Accept button. The EHRI project office is responsible for ensiring an adequate level of protection and security is afforded 1o the ¢HR syvtem. The requisite level of protection and
omplished through an appropriate max of technical, administrative, and managerial con lml luding wrinen guidance. Because written guidance

ency. the following Rules of Behavior are provided to further stipulste the responsibilify of the users of the eHR System

All persons must understan
Depending on the

hat these Rules of Beh
privileges. suspension, demotion, of termination from woek; and crintinal and e Ivru es

or are based on Federal I“\s and regulation and, as such, there are consequences fo son of these rules.
f o 18 of law, consequences can mclude: reprimand; removal of sceess

Rules of Bebavior

I understand that, when using the «HR. System, I am personally accountable for my actions and that [ must

6 1. Protect data
3. Acquire an

mdnr e with |)|e}’r| vacy Act of 197

4
6 vided, and used;
7. Protect my access codes sclosure;

8. Report securiry incidents and vulnerabilities to the EHRI project office;
. Comply with the provistons of copyighted sofmare by not mfringing upon o compromising (copy, destribute, manipulate, etc ) software of this system.
0, Ensure all changes to ¢HR System compenents and data are done via approved configuration contrel procedures;

1. Use govemment equipment in sccordance with my site’s/Agency’s policies and proceduges;

I that all condit and miposed upon me by these rules apply during the time [ am pranted access to this system regardless of location.

1 understand that the EHRI project office reserves the right, to terminate of suspend my access and use of the ¢HR. System, without notice, if there is a violation of

these Risles of Behavier
I Aceopt I Dacling

The screen refreshes and e e STEERS RoW LD
takes you to the eOPF Welcome to the eOPF System
Welcome page. That's it! You | F= Inireduction:
are in eOPF. My Pt
From this page, you can —
navigate eOPF with the
7 buttons on the left. p——
User Info:
mw;«mmwzm

From the eOPF Welcome Screen, you can:

e View your entire eOPF by clicking the My eOPF tab.

e Search for specific documents within your eOPF by clicking on the Search eOPF
tab.

e Change your eOPF preferences by clicking on the My Profile tab.

Need Assistance?

For technical assistance, select the Help link from the upper-right corner of any eOPF
screen, or contact the eOPF Help Desk:

Email: eopfhelpdesk@opm.gov
Phone: 1-866-275-8518
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